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Abstract:

We propose a replacement reversible watermarking theme. 
First contribution may be a bar chart shifting modulation 
that adaptively takes care of the native specificities of the 
image content. By applying it to the image prediction- er-
rors and by considering their immediate neighborhood, 
the theme we tend to propose inserts information in rough-
textured areas. This classification is predicated on a refer-
ence image derived from the image itself, a prediction of 
it that has the property of being invariant to the watermark 
insertion. Our technique will insert a lot of information 
with lower distortion than any existing schemes.

Keywords:
Image encryption, image recovery, and reversible data 
hiding

I.INTRODUCTION:

For concerning 10 years, many reversible watermarking 
schemes are projected for shielding pictures of sensitive 
content, like medical or military pictures, that any modi-
fication could impact their  interpretation. These ways 
permit the user to revive precisely the original image 
from its watermarked  version by removing the water-
mark. therefore it becomes attainable to update the wa-
termark content, as for instance security attributes (e.g., 
one digital signature or some legitimacy codes), at any 
time while not adding new image distortions , However, if 
the changeableness property relaxes constraints of physi-
cal property, it should additionally introduce separation in 
information protection. In fact, the image isn’t protected 
once the watermark is removed. So, even if watermark 
removal is feasible, its physical property needs to be se-
cured as most applications have a high interest keep the 
watermark within the image as long as attainable, taking 
advantage of the continual protection watermarking of-
fers within the storage, transmission and additionally pro-
cess of the data. 
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This can be the rationale why, there’s still a necessity for 
reversible techniques that introduce the bottom distortion 
attainable with high embedding capability. 

Existing system:

Several reversible watermarking schemes are planned 
for shielding pictures of sensitive content, like medical 
or military pictures, that any modification could impact 
their interpretation. These ways permit the user to revive 
precisely the original image from its watermarked version 
by removing the watermark. Therefore it becomes doable 
to update the watermark content, as an example security 
attributes (e.g., one digital signature or some genuineness 
codes), at any time while not adding new image distor-
tions. However, if the changeableness property relaxes 
constraints of invisibleness, it should conjointly introduce 
separation in information protection. In fact, the image 
isn’t protected once the watermark is removed. So, even 
supposing watermark removal is feasible, its physical 
property needs to be secure as most applications have a 
high interest to keep the watermark within the image as 
long as doable, taking advantage of the continual protec-
tion watermarking offers within the storage.

Limitations:
Not efficient.»»
Image is not protected in correct way.»»
Allows discontinuity in data protection.»»

Uniform Embedding for Efficient JPEG Steganography
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Proposed System:

Our scheme relies on two main steps. The first one cor-
responds to an “invariant” classification process for the 
purpose of identifying different sets of image regions. 
These regions are then independently watermarked taking 
advantage of the most appropriate HS modulation. From 
here on, we decided distinguishing two regions where HS 
is directly applied to the pixels or applied dynamically to 
pixel prediction-errors respectively. We will refer the for-
mer modulation as PHS (for “Pixel Histogram Shifting”) 
and the later as DPEHS (for “Dynamic Prediction-Error 
Histogram Shifting”).Our choice is based on our medical 
image data set, for which PHS may be more efficient and 
simple than the DPEHS in the image black background, 
while DPEHS will be better within regions where the sig-
nal is non-null and textured (e.g., the anatomical object). 
   In the next section we introduce the basic concept of 
the invariance property of our classification process be-
fore detailing how it interacts with PHS and DPEHS. We 
also introduce some constraints we imposed on DPEHS 
in order to minimize image distortion and then present the 
overall procedure.

Advantages:
It provides robustness»»
The image is well protected.»»
Better pixel prediction.»»

Architecture Diagram:

II.	 MODULES:

•Image Identification
•User Management
•Shifting Process
•Pixel Histogram Shifting
•Dynamic Histogram Shifting
•Encryption
•Decryption
•Data Retrieval

Image Identification:

The image can be identified by invariant classification 
method for the purpose of identifying different sets of 
image regions. These regions are then independently wa-
termarked taking advantage of the most appropriate HS 
modulation.

User Management:

User can create account by registering into the server. A 
user can log in to obtain access and can then log out or log 
off, when the access is no longer needed.

Shifting Process
Pixel Histogram Shifting:
    
Pixel Histogram shifting directly applied to the pixels or 
applied dynamically to pixel prediction-errors respective-
ly.

Dynamic Histogram Shifting:

Embedded and extractor stay synchronal for message ex-
traction and image reconstruction then victimization this 
method, we will give high security to knowledge victim-
ization shifting bar graph technique.

Encryption
Encrypt Image:

The input image is encrypted using an encryption key be-
fore the compression of image by which a image is re-
stricted to view from the un authorized user access.
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Embed Data:

In the image the data is embedded after compressing the 
image by using appropriate technique. The message is 
embed in to the image using a data hiding key.

Decryption
Decrypt Image: 

The image is decrypted using the encryption key used for 
encryption of the image. by using the encryption key a 
user can only access to the image Content.

De-embed Data: 

The data is extracted using the data hiding key used for 
the hiding the data into the image. by using the data hid-
ing a user can access only to the data within the encrypted 
image.

Decrypt image and de-embed data: 

A user who has the both encryption key and data hiding 
key can access to the image and to the data hidden within 
the image both.

Data Retrieval:

The data can be retrieved by based on medical image data 
sets. At the extraction stage, the extractor just has to inter-
pret the message from the samples of carriers.

III.ALGORITHM DETAILS:

 	 LSB (Least Significant Bit) 
 	 DES (Data Encryption Standard) 

LSB: (Least Significant Bit)

Least important bit (LSB) insertion may be a common, 
straightforward approach to embedding data during a cowl 
image. the smallest amount important bit (in alternative 
words, the eighth bit) of some or all of the bytes within a 
picture is modified to slightly of the key message.

once employing a 24-bit image, slightly of every of the 
red, inexperienced and blue color elements are often used, 
since they’re every depicted by a computer memory unit. 
In alternative words, one will store three bits in every 
constituent. Associate in Nursing 800 × 600 constituent 
image, will so store a complete quantity of one,440,000 
bits or one hundred eighty,000 bytes of embedded infor-
mation. For example a grid for 3 pixels of a 24-bit image 
can be as follows: 

 	 (00101101 00011100 11011100) 
 	 (10100110 11000100 00001100) 
 	 (11010010 10101101 01100011) 

When the number 200, which binary representation is 
11001000, is embedded into the least significant bits of 
this part of the image, the resulting grid is as follows: 

 	 (00101101 00011101 11011100) 
 	 (10100110 11000101 00001100) 
 	 (11010010 10101100 01100011) 

AES: (Advanced Encryption Standard)
 
The algorithm was required to be royalty-free for use 
worldwide and offer security of a sufficient level to pro-
tect data for the next 20 to 30 years. It was to be easy 
to implement in hardware and software, as well as in re-
stricted environments (for example, in a smart card) and 
offer good defenses against various attack techniques. The 
entire selection process was fully open to public scrutiny 
and comment, it being decided that full visibility would 
ensure the best possible analysis of the designs. 
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In 1998, the NIST selected 15 candidates for the AES, 
which were then subject to preliminary analysis by the 
world cryptographic community, including the National 
Security Agency. On the basis of this, in August 1999, 
NIST selected five algorithms for more extensive analy-
sis

IV.CONCULSION:

In this paper, we have proposed a new reversible water-
marking scheme which originality stands in identifying 
parts of the image that are watermarked using two distinct 
HS modulations: Pixel Histogram Shifting and Dynamic 
Prediction Error Histogram Shifting (DPEHS). The latter 
modulation is another original contribution of this work. 
By better taking into account the signal content specifici-
ties, our scheme offers a very good compromise in terms 
of capacity and image quality preservation for both medi-
cal and natural images. This scheme can still be improved. 
Indeed, like most recent schemes, our DPEHS can be 
combined with the expansion embedding (EE) modula-
tion, as well as with a better pixel prediction. However, 
this method is fragile as any modifications will impact 
the watermark. Even though some solutions have already 
been proposed, questions about watermark robustness are 
largely open. This is one of the upcoming challenges.
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