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Abstract:

A wireless detector network consists of little detector
nodes, that is capable of assembling info from the sur-
roundings and communicating to the controller via wire-
less transceivers. Limited battery energy is employed to
control the detector nodes and is extremely troublesome
to exchange or recharge it, once the nodes die. It is often
difficult or not possible to exchange the batteries of the
detector nodes. On the opposite hand, the final destination
is often rich in energy. Since the detector energy is that the
most precious resource within the WSN, effective utiliza-
tion of the energy to improve the network period has been
the main focus of abundant of the analysis on the WSN.
This can have an effect on the network performance. In
most of existing protocols authors considered only on the
centralized data dissemination methods without more se-
curity and energy consideration.

We have a tendency to establish the safety vulnerabilities
in previously planned protocols and that we extend the
secured and distributed information delivery system with
energy concerns. It’s the first distributed information dis-
covery and dissemination protocol that permits network
owners and approved users to disperse information items
into WSNs without hoping on the base station and with
network life time management. The existing DiDrip [1]
protocol is only concentrating on the security point. In our
project we propose as enhanced dissemination protocol,
which is used to improve the quality of service issues. In
our enhanced work we propose a solution to enhance the
energy efficiency in distributed wireless sensor network.
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1.Introduction:

The communications within the WSN has the many-to-
one property in this information from a large number of
detector nodes tend to be targeted into one sinks. Since
multi-hop routing is usually required for distant detector
nodes from the sinks to save huge amount of energy, the
devices close to a sink are often loaded with relaying an
over-sized quantity of traffic from different nodes. Detec-
tor nodes resources affected in term of energy, processor
and memory and low vary communication and informa-
tion measure. The detector nodes are commonly expected
to work with batteries and they are usually deployed to
not-easily-accessible or hostile surroundings, generally in
giant quantities. Routing is a crucial issue in information
gathering detector network, whereas on the opposite hand
sleep/wake maintenance is that the main problems for
event detection networks. Even though, we cannot avoid
the failure of nodes, so in our research work, further we
added the enhancement with the failure rectification tech-
niques. Our ultimate aim of this project is to provide the
energy efficient distributed security system for WSN. And
more importantly, all previous data discovery & dissemi-
nation algorithms employ the centralized method.

-'. I
)
0
At
0
T
! ':. L]
In] Semwr clusiomg adievng 1 Dok Mk takamg overthe ot ¢ Senlar: optimizng on o cok-
sty nl  fachiy g burkea fromm sevsons 1o rode loction ome for ke collocions
moerk  gpegme  nd the onempy ool 8 somior ke ol mmwrng i o e w8
pracesing o

Fig.1 Mobility in sensor network

We propose EDiDrip to make higher life time in data dis-
semination method, another possible approach to authen-
tication is by single key cryptography.

June 2016




Volume No:2, Issue No:1 (June-2016)

ISSN No : 2454-423X (Online)

International Journal of Research in Advanced
Computer Science Engineering

A Peer Reviewed Open Access International Journal

www.ijracse.com

But, this type of method is vulnerable to device compro-
mise attack because once a device is attacked; the com-
monly shared secrets are revealed. . Shah et al. [1] inves-
tigated mobility underneath stochastic process wherever
the mobile collector picks up information from close sen-
sors, buffers and eventually offloads information to the
wired access purpose. However, random phenomenon
cannot guarantee latency bounds that area unit needed in
several applications. In [2], Jea et al. more projected to
manage information mules to traverse the sensing field on
parallel straight lines and collect information from close
sensors with multi-hop transmissions as shown in Fig.
2b.

This theme works well in an exceedingly uniformly dis-
tributed detector network. to attain additional versatile
information gathering tour for mobile collectors, Ma as-
sociate degreed principle [6] projected an economical
moving path designing algorithmic program by decisive
some turning points on the straight lines, that is accom-
modative to the detector distribution and might effective-
ly avoid obstacles on the trail. In [1], they instead pro-
jected a single-hop information gathering theme to pursue
the right uniformity of energy consumption among sen-
sors (see Fig. 1c¢), wherever a mobile collector referred
to as SenCar is optimized to prevent at some locations
to collect information from sensors within the proximity
via single-hop transmission. Secured visibility hides data
from anything outside the class division. Common vis-
ibility allows all other classes to see the marked data.
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Fig.2 Security architecture

The protected visibility gives the permission child classes
to access data they inherited from a parent class. In our
project work all the attributes are kept in the private info.
Fig.2 shows the our proposed security architecture
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2.Related Work:

The existing DiDrip [1] protocol is only concentrating
on the security point. In our project we propose as en-
hanced dissemination protocol, which is used to improve
the quality of service issues. In our enhanced work we
propose a solution to enhance the energy efficiency in dis-
tributed wireless sensor network. In the literature, many
of data discovery and dissemination algorithms [3] to [6]
have been proposed for WSNs. Some of them, DIP [5],
DHYV [3] and Drip [4] are stated as the state-of-the-art
algorithms and have been included with in the TinyOS.
Most of proposed algorithm assumes that the operating
environment of the WSN is trustable and has no mali-
cious. But, in actual, malicious exist and impose security
problems to the normal operation of wireless sensor net-
work [8]. The security problem has only been rectified re-
cently by [7] which identifies the security vulnerabilities
of Drip and proposes an effective solution. But there is
no consideration with energy issues. So in our proposed
work we have followed these types of existing protocols
and extended the work to the energy efficient routing and
energy based trusting system. And the paper [9] describes
the energy efficient routing in centralized network. We
propose a energy efficient routing for the distributed net-
work. There has been lot of connected research on the
failure detection problem [10], [11], [12].
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Authors in [10] studied the matter of detecting topologi-
cal holes in WSN with no localization info. They gave
a distributed theme that’s supported the communication
topology graph. A node decides whether or not it’s on the
boundary of a hole by comparison its degree with the typ-
ical degree of its 2-hop neighbors. Not all boundary nodes
may be known properly by this formula. Indeed, for an
outsized WSN with few holes this technique isn’t efficient
[10]. An algebraical topological technique mistreatment
similarity theory detects single overlay coverage holes
while not coordinates [11], [12]. Ghrist and Muhammad
[4] utilized a central management formula that needs
property info for all nodes within the Rol. the fundamen-
tal situation may be delineated as follows: throughout
traditional operation of the network, a good loss of nodes
happens, thanks to associate external attack for instance,
inflicting the creation of 1 or many massive holes among
the network creating it ineffective. Our drawback is to
style a mechanism for detective work and convalescent
holes by exploiting solely the nodes quality. It ought to
be noted that solely the holes among the network are
thought-about. The holes on the border that are the re-
sults of the initial readying aren’t self-addressed. The
work was more extended in [13] to optimize the infor-
mation gathering tour by exploring the trade-off between
the shortest moving tour of SenCar and therefore the full
utilization of coincidental data uploading among sensors.
Furthermore, Somasundara et al projected associate de-
gree algorithmic program [14] to check the programming
of mobile parts such there’s no information loss owing to
buffer overflow.

3.Proposed Solution:

The need of distributed information discovery and dissem-
ination protocols isn’t fully new, however previous work
failed to address this need. We have a tendency to study
the functional necessities of such protocols, and set their
style objectives. Also, we have a tendency to establish the
safety vulnerabilities in previously planned protocols and
that we extend the secured and distributed information
delivery system with energy concerns as well as the fail-
ure rectification techniques with proactive manner unlike
previous report work (in previous work we researched the
on demand solution work). It’s the first distributed infor-
mation discovery and dissemination protocol that permits
network owners and approved users to disperse
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information items into WSNs without hoping on the base
station and with network life time management by using
the autonomous actor placement systems. In our project
we propose as enhanced dissemination protocol, which
is used to improve the quality of service issues. In our
enhanced work we propose a solution to enhance the net-
work life time in distributed wireless sensor network with
pre-failure rectification technique. Our ultimate aim of
this project is to provide the energy efficient distributed
security system for WSN. And more importantly, all pre-
vious data discovery & dissemination algorithms employ
the centralized method. We propose EDiDrip to make
higher life time in data dissemination method, another
possible approach to authentication is by single key cryp-
tography. But, this type of method is vulnerable to device
compromise attack because once a device is attacked; the
commonly shared secrets are revealed. . This project pro-
poses the first Energy efficient secure and distributed data
discovery and dissemination protocol named EDiDrip.
It provides the network owners to authenticate multiple
network users with different categories to simultaneously
and directly share data items to the detector nodes. An
adversary can first place some intruder devices in the
network and then use them to alter the data being share
or forge a data item. This might result in some necessary
parameters being deleted or the total network being re-
started with wrong data.

3.1.Proposed work functional module:

EDiDrip consists of 5 modules (Fig.4), Network format,
user connection, and packet preprocessing and packet ver-
ification and pre-failure healing process. In our base proj-
ect work we have proposed the security solutions based
on the energy availability monitoring. Wireless sensing
element networks represent a new category of computing
with massive numbers of resource-constrained computing
nodes cooperating on basically one application. We tend
to study the purposeful necessities of such protocols, and
set their style objectives. Also, we tend to establish the
safety vulnerabilities in antecedently projected protocols.
2) supported the planning objectives, we tend to propose
EDiDrip. It’s the first energy based distributed knowledge
discovery and dissemination protocol, that permits net-
work controllers and licensed users to spread knowledge
sets into WSNs while not hoping on the BS, the route se-
lection is based on the energy parameters.
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Moreover, our intensive analysis demonstrates that EDiD-
rip satisfies the safety necessities of the protocols of its
kind. Particularly, we tend to apply the demonstrable se-
curity technique to formally prove the credibleness and
integrity of the disseminated knowledge things in EDiD-
rip. 3) We tend to demonstrate the potency of EDiDrip in
follow by implementing it in associate degree simulation
experiment WSN with resource-limited sensing element
nodes. System interface can comprise system components.
It can provide action of plan from which software can be
mad, and systems developed, that will work combine to
implement the overall system. In this section, we are go-
ing to discuss about our enhancement work. Our base
reference method works like reactive mode, if the device
failed then only failure rectification will start (Fig.5). By
our base work we can cover the holes, but reactive meth-
od may cause to high level location changes, and then
more number of nodes has to move from own position.
Due more number of node failure, the total network may
not be rectified after certain healing process. Compared
with data assortment via a static sink, introducing mobil-
ity for information assortment enjoys the advantages of
equalization energy loss within the network and joining
disconnected regions.

E—A
Netwark Owner

packet pre processing

T .ﬂlﬂ
sengor
data transmission

Fig.4 device interaction diagram
3.2.Algorithm: (failure rectification)

Let, E_for Remaining energy level, E,, ~for minimum en-
ergy level, L .. for critical node list, L, for Available
Extra Mobile sensor list, Id, for Extra Mobile sensor Id,
Pos for postion,

Shal't di&f it
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1) fE, < Epy,
a. Genemrate Pkt.critical
b. Pkt.Nd =N,y
c. Broadcast Pkt
2) IfPktrecvin N
a. Ifpkt is Duplicate
i. Free Pkt
il. Return
b. IfPkt.critical
i. IfN =BS
1. BRebroadcast Pkt
ii. IfN =BS5S
1. Pkt.Nd UL, .
2. Hlgeae * Null
a. ldg, = Lgya(1)
b. Rearrange(Lg.qc)
c. Move(ldg, = Leyinc(1). Pos)
d. Rearrange(Lcyic)
c. Pkt .Exact pive
i, N # Nderew
1. Ignore(Pkt)
2. return
il Switehy, e n(N — ldg,)
iti. Move(N — BS.pos)

Fig.5 Failure rectifications

Result:

We have tested our output with ns2 simulator and we got
a two results, one is NAM, Xgraph.
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Fig.9 Secured Data transmission process

With security system we proposed the technique which
uses the failure preprocessing technique, which can iden-
tify the failure in advance and exchange the node by the
SensRob system. the xgraph shows the best of our rectifi-
cation technique performance (fig 12 & 11)
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Fig.10 shows that the Failure detection and replace-
ment system
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