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ABSTRACT:

Multi-hop wireless ad-hoc network (WANET) gives in-
crease in coverage and provide more beneficiary over
traditional wireless local area networks. However this
architecture is more vulnerable in dealing with attacks in-
ternally from nodes which are compromised. One of them
is packet dropping attack which is a very considerable
in issue of networking. Link error and malicious packet
dropping are two sources for packet losses. While observ-
ing a continuous packet loss in the network, it’s hard to
identify whether the loss is due to link errors or malicious
ones. This research paper focuses on insider-attack sce-
nario, whereby malicious nodes that are part of the route
selectively drop a little amount of packets which are es-
sential to the performance of the network. The malicious
node may identify the importance of different packets and
drops few of them which are important to the network
operation. Since packet dropping rate in this case is com-
parable to the channel error rate, existing detection algo-
rithms cannot achieve satisfactory detection accuracy in
identifying packet loss rate. Improvement in Detection ac-
curacy can be done by exploiting the correlations among
packets lost. In this research paper, a public auditing is
applied which allows the detector to find the truth about
the packet loss information. The proposed technique is
preserves privacy, collusion proof, and it incurs low com-
munication and storage overheads at intermediate nodes.
And also achieves better detection accuracy than the con-
ventional methods such as a maximum likely detection.
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INTRODUCTION:

In a multi-hop network, nodes will cooperate in relaying/
routing traffic. An adversary can exploit this cooperative
nature to do attacks. As an example, the adversary will
first pretend to be a cooperative node in the route discov-
ery method. Once entered in a route, the adversary node
starts dropping packets. In the most severe form, the mali-
cious node will stop forwarding all packets that receives
from upstream nodes, completely disrupting the path be-
tween the source and destination. Actually, such a strong
Denial-of-Service (DoS) attack can paralyze the network
by partitions the topology. There are various reasons for
packet losing which is shown in fig.1. A malicious node
that is part of the route will explore its knowledge about
the network policy and the communication context to
launch an insider attack—which is intermittent, but can
have similar performance degradation effect as a per-
sistent attack at a much lower risk detecting frequently.
Eventually, the malicious node can evaluate the impor-
tance of various packets, and then drop the little amounts
that are highly critical to the operation of the network.
For example, in a frequency-hopping network, those are
the packets that express frequency hopping sequences for
network-wide frequency-hopping synchronization; in an
ad hoc radio network, they may be the packets that carry
the idle channel lists (i.e., white spaces) which are used
in establishment of a network-wide channel control. By
targeting these highly critical packets, intermittent insider
attacks may cause considerable damage for network with
low probability of being caught. In this paper, we are en-
thusiastic to defend such insider attacks. In particular, we
are interested in the problem of detecting the occurrence
of selected packet droppings and identify the malicious
node which is responsible for these drops.

October 2016




R 22 <4
i, JVA ENGINES
212 Engineers ¥Og

Volume No:2, Issue No:5 (October-2016)

ISSN No : 2454-423X (Online)

International Journal of Research in Advanced
Computer Science Engineering

A Peer Reviewed Open Access International Journal
www.ijracse.com

In this paper, we develop an algorithm which is accurate
for detecting selective packet drops made by insider at-
tackers. Our algorithm also provides a truthful and veri-
fied decision statistics as a proof to support the detection
decision.
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Fig. 1: Overview of Packet Loss

II. LITERATURE SURVEY:

In the year 2003 Borzoo Shadpour, Shahrokh Valaee,
Baochun Li proposed paper titled “A Self-Organized Ap-
proach for Stimulating Cooperation in Mobile Ad Hoc
Network™ which contain the self-organized mechanism
that is broke service, which allows for a broke node to use
the network to transmit its traffic, in addition it providing
an incentive to stimulate non-broke nodes to cooperate
with broke ones. The main idea is to improve the con-
nectivity of broke nodes in a pure ad-hoc networks. The
proposed solution is loaning, which is interesting since it
can be performed ‘on-the-fly’ by the nodes systems, and
is suitable for the conditions of ad-hoc networks since it
allows for nodes to remain self-organized. This scheme
stimulates nodes to actively participate in the network,
allowing the broke nodes to experience less delay when
urgent transmission is desired. In the year 2005 Wenyuan
XU, Wade Trappe, Yanyoung Zhang, Timothy Wood pro-
posed a paper titled “The Feasibility of Launching and
Detecting Jamming Attacks in Wireless Network” which
examine radio interference attacks from both sides of the
issue: first, study the problem of conducting radio inter-
ference attacks on wireless networks, and second examine
the critical issue of diagnosing the presence of jamming
attacks. Specifically, proposes four different jamming at-
tack models that can be used by an adversary to disable
the operation of a wireless network, and evaluate their ef-
fectiveness in terms of how each method affects the abil-
ity of a wireless node to send and receive packets.
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The paper also study different measurements that serve
as the basis for detecting a jamming attack, and explore
scenarios where each measurement by itself is not enough
to reliably classify the presence of a jamming attack. In
particular the signal strength and carrier sensing time are
unable to conclusively detect the presence of a jammer.
The paper proposes two enhanced detection protocols that
employ consistency checking. The first scheme employs
signal strength measurements as a reactive consistency
check for poor packet delivery ratios, while the second
scheme employs location information to serve as the con-
sistency check. In the paper the feasibility and effective-
ness of jamming attacks and detection schemes using the
MICA2 Mote platform. In the year 2007 Jakob Erikson,
Michalis Faloutsos, Srikanth V, Krishnamurthy proposed
a paper titled “Routing amid Colluding Attackers “with
the first practical solution to the long-standing problem
of secure wireless routing in the presence of colluding
attackers. The secure routing protocol, Sproutl, con-
tinuously tries new routes to the destination. Routes are
generated probabilistically, with complete disregard for
performance metrics. This nature makes Sprout uniquely
resilient to attack. it cannot be tempted by any kinds of
shortcuts. To avoid compromised routes, and to ensure
good overall performance, the quality of each active route
is monitored by means of signed end-to-end acknowledg-
ments.

Based on this end-to-end acknowledgments amount of
traffic sent on each route is adjusted accordingly. The vast
majority of known routing layer attacks is mitigated by
Sprout effectively, even when under assault from a large
number of colluding attackers. . Sprout consistently deliv-
ers high, reliable performance in benign as well as hos-
tile environments. In the year 2009 William Kozma Jr ,
Loukas Lazos proposed a paper titled “REAct: Resource-
Efficient Accountability for Node Misbehavior in Ad Hoc
Network based on Random Audits” the paper investigate
the problem of uniquely identifying the set of misbehav-
ing nodes who refuse to forward packets. The resource-
efficient account- ability for node misbehavior is identi-
fied by the new misbehavior identification scheme called
REAct. The identification of misbehaving nodes based on
a series of random audits triggered upon a performance
drop is done in REAct. The source-destination pair using
REAct can identify any number of independently mis-
behaving nodes based on behavioral proofs provided by
nodes.
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Proofs are constructed using Bloom filters which are stor-

age efficient membership structures, thus significantly re-
ducing the communication overhead for misbehavior de-
tection. REAct has three phases (a) the audit phase (b) the
search phase (c) the identification phase.

PROBLEM STATEMENT:

Detection of selected packet-dropping attacks is widely
challenging in a highly dynamic environment. The hard-
ness will be from the requirement that we need to not only
detect the place of packet drop, but also find that the drop
is intentional or unintentional. Specifically, due to the
openness of wireless source, the packet drop in the net-
work could be caused by rough channel conditions (e.g.,
fade, noise and interfering, link error), or by the insider
attacker. In an open wireless environment, link errors are
important, and will not be significantly smaller than the
packet dropping rate of the insider attacker. Here the de-
tection must be done by the public auditor that does not
have knowledge of the data held by the nodes on the net-
work route. When a malicious node is identified, the audi-
tor should be able to construct a proof of the misbehavior
of that node.

RELATED WORK:
The related work on the detection of packet dropping at-
tacks can be classified into two categories.

A.The first one aims at huge malicious dropping rates,
where most (or all) lost packets are caused by malicious
droppings. The impact of link errors is ignored in this
case. Most related work falls into this category. Based on
the methods used to find the attackers, these works can be
further classified into four sub-categories. The first one
is on credit systems. A credit system provides an incen-
tive for cooperation. A node receives credit on relay of
packets, and uses that credit to send its own packets. As
a result, a maliciously node that continuously drop pack-
ets that eventually deplete its credit, and will not be able
to send its own traffic. The second one is on reputation
systems. A reputation system relies on neighbors to moni-
tor and identify misbehaving ones. The node with a high
packet dropping rate is founded with a bad reputation by
its neighbors. This reputation information is transmitted
in periodical fashion throughout the network and is used
as an important metric in selecting routes. Sequentially, a
malicious one will be removed from any route.
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The third sub-category of works relies on end-to-end
acknowledgement that directly locates the hops where
packets are lost. A hop of high packet loss rate will be
excluded from the route.packets dropped by link errors,
but the influence of link errors is non-negligible.

Limitations:

1) In the credit-system-based method, a malicious node
may still receive enough credits by relaying most of the
packets that received from up nodes.

2) The reputation approach, the malicious node can main-
tain a reasonably good reputation by sending much more
packets to the next hop.

3) For the acknowledgement-based method and all the
mechanisms in the second scheme, counting of lost pack-
ets does not give a sufficient ground to detect the real at-
tacker causing packet loss.

V. PROPOSED SYSTEM:

The proposed method is based on detecting the correla-
tions among the loosed packets over every hop in the path.
It gives a truthful and publicly verifiable decision statisti-
cal analysis as a proof to support the detection decision.
The high detection accuracy is achieved by exploiting the
correlations among the positions of lost data, as calculat-
ed by the autocorrelation function (ACF) which describes
the status of every packet in continuous of packet trans-
mission. Therefore, by detecting the correlations between
the lost packet, which can decide the reason for the packet
loss is purely due to link errors, or is a combined effect of
malicious drop and link error.
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1IIMPLEMENTATION

Network Configuration:

In this project we are using Wireless Ad hoc Network.
Here we mainly focus on static or quasi-static network. In
wireless network we need to send the packet through the
node. System is represented as a node. Here every node
has communication range. By using this range only we
can transmit over packet. If source and destination node
exists within the communication range, source can di-
rectly transmit the packet. Otherwise, we need to select
the intermediate node based on the transmission range for
transmit the packets.

Homomarphic Linear Authenticator:

To correctly calculate the correlation between lost pack-
ets, it is critical to enforce a truthful packet-loss bitmap
report by each node. We use HLA cryptographic primi-
tive for this purpose. The basic idea of our method is as
follows. An HLA scheme allows the source, which has
knowledge of the HLA secret key, to generate HLA sig-
natures sl, . ., sM for M independent messages r1, . . .,
M, respectively. The HLA signatures are made in such a
way that they can be used as the basis to construct a valid
HLA signature for any arbitrary linear combination of the
messages, , without the use of the HLA secret key, where
ci’s are randomly chosen coefficients. A valid HLA signa-
ture for , can be constructed by a node that does not have
knowledge of the secret HLA key if and only if the node
has full knowledge of s1, . .., sM. So, if a node with no
knowledge of the HLA secret key provides a valid signa-
ture for ,, it implies that this node must have received all
the signatures sl, . .., sM.

Setup Phase and Packet Transmission Phase:
This phase takes place right after route PSD is established,
but before any data packets are transmitted over the route.
In this phase, S decides on a symmetric-key crypto-system
(encrypt key, decrypt key) and K symmetric keys keyl, . .
., keyK, where encrypt key and decrypt key are the keyed
encryption and decryption functions, respectively. S se-
curely distributes decrypt key and a symmetric key keyj
to node nj on PSD, forj=1, ... K. Key distribution may
be based on the public-key crypto-system such as RSA:
S encrypts keyj using the public key of node nj and sends
the cipher text to nj . nj decrypts the cipher text using its
private key to obtain keyj .
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After completing the setup phase, S enters the packet
transmission phase. Before sending out a packet Pi, where
11s a sequence number that uniquely identifies Pi, S com-
putes ri = H1(Pi) and generates the HLA signatures of ri
for node nj , as follows sji = [H2(i||j)uri |x, forj=1, . ..
,K where || denotes concatenation. These signatures are
then sent together with Pi to the route by using a one-
way chained encryption that prevents an upstream node
from deciphering the signatures intended for downstream
nodes.

Audit Phase and Detecting Phase:

This phase is triggered when the public auditor Ad receives
an ADR message from S. The ADR message includes the
1d of the nodes on PSD, ordered in the downstream direc-
tion, i.e., nl, . . ., nK, S’s HLA public key information
pk = (v, g, u), the sequence numbers of the most recent M
packets sent by S, and the sequence numbers of the subset
of these M packets that were received by D. Recall that
we assume the information sent by S and D is truthful,
because detecting attacks is in their interest. The public
auditor Ad enters the detection phase after receiving and
auditing the reply to its challenge from all nodes on PSD.
The main tasks of Ad in this phase include the follow-
ing: detecting any overstatement of packet loss at each
node, constructing a packet-loss bitmap for each hop, cal-
culating the autocorrelation function for the packet loss
on each hop, and deciding whether malicious behavior is
present.

CONCLUSION:

It is compared with conventional detecting algorithms
which uses only the distribution of the number of lost
packets, exploiting the correlation among lost pack-
ets drastically improves the accuracy in detecting mali-
cious packet drops. Such improvement is highlighted if
the count of maliciously dropped packets is comparable
with those caused by link errors. To exact calculation of
the correlation among lost packets, it is critical to acquire
truthful packet-loss information at every individual node.
Created a Public auditing system which ensures truthful
packet-loss reporting by individual nodes. This architec-
ture is proven collusion proof, which requires high com-
putational capacity at the source node, which incurs in
low communication and storage overhead in the route.
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