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ABSTRACT:

Keeping confidential data to the cloud and access con-
trol, data owners accept their standards-based encryption
to encrypt stored data can. Users with limited comput-
ing power, however, mask the decryption server cloud
computing to reduce the cost of operations is likely to be
more representative. Consequently, the representatives of
encryption laws based properties. However, last question,
and the remaining tasks related to security. For example, a
representative, and for damages for the cloud server com-
puting results with malicious intent or a cipher instead of
hands to answer a fake. They deserve to be able to trick
the user cost savings, they answer unworthy purposes.
Furthermore, when encoding, it is not enough and flex-
ible access policies can be. Access control circuit com-
mon policy, representatives circuit ciphertext- hybrid en-
cryption policy based on the properties of our work was
to test a form that can be obtained is considered. In such
a system, verifiable measurement systems collect and en-
crypt-then-MAC, data privacy, access control, computing
results and at the same time guarantee the precision of a
fine and representative. Secondly, our program is under
the impression that a multilinear Hellman decision as pro-
tection against attacks from the selected text. Moreover,
the proposed solution is a comprehensive campaign to
demonstrate the ability to copy and processing was done.

INTRODUCTION:

The number of servers needed to handle user data and can
be used to calculate. Medical images and medical records,
health care institutions to reduce the amount of data and
data storage costs increasingly large amounts of cloud-
based medical association. There are two types of encryp-
tion are based on complementary characteristics. Can be
expensive. General admission control policy circuits are
used to express the strong form. K multilinear- Hellman
proposed the notion that has been shown to be safe on the
resolution.
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On the other hand, we have the whole program. Abe will
be guaranteed basic civil construction and maintenance of
traditional access control system because I would imag-
ine.

SYSTEM PRELIMINARIES:
ATTRIBUTE AUTHORITY:

Well, that user will be prompted to provide. Each user
is allowed to remain in the mail is important to have the
right to request to. There are two types of encryption are
based on complementary characteristics. A major policy-
based encryption features (KP Abbey), and policy-based
encryption ciphertext- (CPABE) the other characteristics.
Abe has limited use of the system and the practical appli-
cation of the system of decision-making and greater reli-
ability is one encipherer distributor.

CLOUD SERVER:

Furthermore cloud server data files for user data, and
provide access to the text related files are uploaded to
the server are required to decrypt the data is required to
decrypt . Provide the customer has been successfully de-
crypted file

DATA OWNER:

Book early to get access to the data owner’s profile. The
owner of the encrypted file to the server to upload data to
the cloud. Random encryption key generation went a file
is uploaded to the cloud. The encrypted file is stored in
the cloud.

DATA CONSUMER:

Data consumer will initially ask for the key to the Author-
ity to verify and decrypt the file in the cloud. Data con-
sumer can access the file based on the key received from
mail id. As per the key received the consumer can verify
and decrypt the data from the cloud.
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RELATED WORK:

Attribute-based encryption. Sahai and water quality-
based encryption (ABE) proposed the notion. Many of the
manifestations of this problem they can complete the fol-
lowing activities and policies focused. Up until recently, a
typical round of aid and water KPABE being felt. In fact,
there are still two problems. First, a normal circuit, which
is not the idea that the traditional access control CPABE.
Other activity, with respect to the circuit Abbey is a bit
encryption. So, this is clearly an important issue for the
design of the project still remains an effective open circuit
C. Abbey. Hybrid encryption. Kramer and Shoup encryp-
tion hybrid public KEM arbitrary length / can encrypt a
message of democratic construction is proposed. Based
on the original work, a long-time Democratic symmetric
encryption, MAC, KEM / hybrid model to make. The use
of such a model has been modified to achieve high secu-
rity. Representatives verify the authenticity of the Abbey.
Since the introduction of the Abbey, there are several de-
velopment directions.

Application outsourcing is an important way of counting.
And Al Green. When outsourcing decryption decryption
program is designed to reduce the cost of the counting Ab-
bey. Later, Li and Al. The proposed definition is canceled
check outsource Abbey encryption. They try to use the
original password to guarantee the right to make a com-
mitment. However, without any assurance from the owner
of the data to create value for their secret identity, and
then choose a dedicated server, the message might be un-
reliable. Then there is the risk of changes in the ciphertext
message. Additionally, ciphertext message is just enough
to change the relevant responsibilities. He / she will cheat
users to answer terminator is not allowed to access data
in the cloud server to permit would not be fair.

CONCLUSION:

The best of our knowledge, we conducted the first round
of the delegation presented a hybrid encryption scheme
based on the principle characteristics is ciphertext-. Gen-
eral admission control policy circuits are used to express
the strong form. Based on the number and characteris-
tics of our ciphertextpolicy see encrypt and Mac hybrid
encryption mechanism to verify the authenticity, we
checked decryption server part of the system is the transi-
tion to the cloud. Furthermore, the assumption that the
resolution has been shown to be safe on the proposed K
multilinear- Hellman.

On the other hand, we have the whole program. Count-
ing the cost of using cloud computing and communication
plan is the practical one. So, we have representative data
privacy in the cloud and checked thoroughly, to ensure
you can apply access control.
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