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1. ABSTRACT: 

The banking sector is in a transactional mode towards 

a vibrant global market and sophisticated information 

technology. Due to this changing scenario banks are 

paying more attention to expand their activities from 

just lending and borrowing to other ends like 

insurance, merchant banking, leasing, electronic 

banking and so forth. This study was conducted to 

know about the different types of plastic money and to 

evaluate relationship between the educational 

background and users of plastic money.  The use of 

credit cards is prevalent in modern day society. But it 

is obvious that the number of credit card fraud cases is 

constantly increasing in spite of the chip cards 

worldwide integration and existing protection systems. 

This is why the problem of fraud detection is very 

important now. In this paper the general description of 

the developed fraud detection system and comparisons 

between models based on using of decision tree rough 

set and cryptography techniques which can be used in 

credit card fraud detection mechanisms. 
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2. INTRODUCTION: 

In India, banks are increasingly using information 

technology for improving the quality of customer 

services and also for better marketing of their products. 

Thus, technology has converted the traditional brick -

and -mortar banking into e-banking.Credit card in 

India became popular with the introduction of foreign 

banks in the country.  

 

Credit cards are financial instruments, which can be 

used more than once to borrow money or buy products 

and services on credit. Basically banks, retail stores 

and other businesses issue these. It was introduced 

around and has now become an essential form of ready 

money. One of the main reasons for introducing plastic 

money, especially credit cards is to reduce the risk. In 

the credit card transaction credit card credentials for 

online transaction and physical card for offline 

transaction is used. When physical card is given for the 

transaction, the credit card details or the card itself can 

be stolen and if the owner of the card is not aware 

about the loss of card it may result in the fraudulent 

transactions by unauthorized users and the financial 

company is at the loss.Credit Card is plastic money 

and is widely used as a mode of payment. Credit card 

owners are increasing at a high rate and all users 

transact with a sense of security and confidence, hence 

credit card security is a primeconcern for online 

transactions. It is important to safeguard the process so 

that the e-commerce platform providers as well as the 

credit card providers along with the user using the 

credit card are not at a loss. Secure services can be 

provided only with a reliable and safe model to protect 

the transaction 

 

Credit Card: 

 Credit cards is a substitute for cash which can be used 

by selected customers of banks issuing the cards for 

their use for payment for goods and services Many 

company executives, Business man and high and 

middle income individuals are found to be eligible 

member customers of banks for issue of these cards.  
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These plastic cards will have the photo identity and his 

signature embossed on the card. It will also have the 

issuing Bank's name and validity period of the card. 

The bank issuing the credit cards knows the customer 

well and his creditworthiness. 

 

Debit Card: 

Debit Cards are machine readable, magnetically-

encoded plastic cards, similar in appearance to credit 

cards. These are important because they could 

potentially replace cash, Cheque and Credit Cards in 

most retail transactions. Despite claims of cost savings 

and greater efficacy, consumers and merchants have 

been reluctant to switch from traditional methods of 

payment to payments using debit cards. Debit cards are 

of two types - signature- based and pin-based. 

Although signature –based debit cards offer higher 

revenue potential, customers are concerned about 

security threats. The fees in case of pin-based debit 

cards are two -third lower than signature- based debit 

cards. signature based verification generates a fee of 

roughly 180 bps per transaction, which is quite less 

than credit card transactions, but is still healthy 

revenue 

 

ATM Card: 

An ATM is a computerized machine. It is an un 

attended electronic machine in a public place, which is 

connected to a data system and related equipment’s. 

Automated Teller Machines has come in handy for the 

urban people to save time and energy for withdrawing 

money, instead of waiting for hours in queues. Now 

the boon is also available to villagers. They can have 

the advantages of on ATMs, that too sitting at their 

doorsteps. When a person open a bank account, he 

should get an ATM card or cash point card so that he 

can take money out of his account via an ATM. Here 

electronically customer card is identified by code 

number and the customer’s account is debited and is 

handed over to the customer. 

 

 

2.1. Types of frauds: 

It is interesting to note that credit card fraud affect 

owner the least and merchant the most .The existing 

legislation and card holder protection policies as well 

as insurance scheme affect most the merchant and 

customer the least. Card issuer bank also has to pay the 

administrative cost and infrastructure cost .Studies 

show that average time lag between the fraudulent 

transaction date and charge back notification can be 

high as 72 days, thereby giving fraudster sufficient 

time to cause severe damage. In this paper we address 

some solutions to detect credit card fraud as early as 

possible. The following section introduces some 

approaches on the basis of supervised and 

unsupervised learning. After that we explore the 

techniques that come under the supervised and 

unsupervised learning techniques before going on to 

result and conclusion. There are many types of frauds. 

 

2.1.1 Offline Fraud: 

Most offline fraud incidences happen as a result of 

theft of mail, sensitive information related to 

customers bank or credit card accounts, stolen 

ATM/debit/credit cards, forged/ stolen coequal etc. 

customer can protect from such instances by exercising 

caution while receiving, storing and disposing 

customer account statements as well as Coequal, 

ATM/Debit and Credit Cards. 

 

2.1.2 Online Fraud: 

Online fraud occurs when someone poses as a 

legitimate company (that may or may not be in order 

to obtain sensitive personal data and illegally conducts 

transactions on your existing accounts. Often called 

“phishing” (An online identity theft scam. Typically, 

criminals send emails that look like they're from 

legitimate sources, but are not. The fake messages 

generally include a link to phony, or spoofed, websites, 

where victims are asked to provide sensitive personal 

information. The information goes to criminals, rather 

than the legitimate business.) Or “spoofing” (An 

online identity theft scam.  
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Typically, criminals send emails thatlook like they're 

from legitimate sources, but are not (phishing). The 

fake messages generally include a link to phony, or 

spoofed, websites, where victims are asked to provide 

sensitive personal information. The information goes 

to criminals, rather than the legitimate business.) , the 

most current methods of online fraud are usually 

threatening condition concerning Customer account. 

Some fake emails may also contain a virus known as a 

“Trojan horse” that can record Customer keystrokes or 

could trigger background installations of key logging 

software or viruses onto computer. The virus may live 

in an attachment or be accessed via a link in the email. 

Never respond to emails, open attachments, or click 

onlinks from suspicious or unknown senders. If 

Customer not sure if a email sent by Bank is 

legitimate, Report it to Bank, without replying to the 

email. 

 

3. SCOPE OF THE STUDY: 

The paper money has small life cycle and can’t be 

recycled as compared to plastic money which has long 

life cycle and can be recycled for further utilization. 

Due to this problem faced with the paper note the 

invention of plastic money has been introduced. Plastic 

money is secured and cannot be copied. Australia is 

the first country to have all polymer barometer, the rest 

of the world is starting to follow the lead. Another 

problem that arises is that one cannot keep the huge 

amount of cash with oneself and this gave an impetus 

to the idea of plastic cards which is known as plastic 

money accepted worldwide and one can keep the huge 

amount with oneself while going anywhere in the 

world. The plastic money makes the society a cashless 

society. As the usage of plastic cards increases, the 

number of suppliers are also increasing which offers 

the different features. Some suppliers are charging 

hidden charges and high interest rate. The agent who 

convinces the people to get the credit card by offering 

wonderful packages, in reality, agent hides some 

important facts which will be disclosed only after 

receiving the bill.  

It was necessary to preconceive, in the most 

fundamental sense, the nature of bank, money and 

plastic money; even beyond that to the essential 

elements of each and how they might change in a 

microelectronic environment. Several conclusions 

emerged: Firstly money had become nothing 

guaranteed, alphanumeric data recorded in value less 

paper and metal. It would eventually become 

guaranteed data in the form of arranged electronics and 

photons which would move around the world at the 

speed of light. 

 

4. METHODOLOGY: 

Fraud act as the wrongful or criminal deception 

intended to result in financial or personal benefit. It is 

a deliberate act that is against the law, rule or policy 

with a aim to attain unauthorized financial benefit. I 

have been successfully applied to detect legitimate or 

fraudulent transactions. Association Rules can be 

applied to detect fraud. Linda Delaware and Point on 

et.al use the association rules to extract knowledge so 

that normal behavior pattern may be obtained in 

unlawful  transaction In this approach, each transaction 

is scored and based on these score transactions are 

divided into fraudulent or legitimate transactions. They 

focused on a solution to minimize the wrongly 

classified transactions.  

 

They merge the Meta heuristic approaches scatter 

search and genetic algorithm. Peer group analysis 

made by David Weston and Whit row is a good 

solution regarding credit card fraud detection. Peer 

group analysis is a good approach that is based on 

unsupervised learning and it monitors the behavior 

over time as well. This peer group technique can be 

used to find anomalous transaction and help to detect 

the fraud in time. Various techniques for credit card 

fraud detection system. In credit card fraud detection 

there are many methods here we present survey of 

some most powerful method for Credit card detection 

methods: 
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4.1 CRYPTOGRAPHY ALGORITHM: 

Cryptography is about constructing and analyzing 

protocols that prevent third parties or the public from 

reading private messages; various aspects in 

information security such as data confidentiality, data 

integrity, authentication, and nonrepudiation are 

central to modern cryptography. Modern cryptography 

exists at the intersection of the disciplines of 

mathematics, computer science, and electrical 

engineering. Applications of cryptography include 

military communications, electronic commerce, ATM 

cards, and computer passwords. 

 

4.1.1 RANDOM ENCRYPTION: 

Character type cipher is always used in web 

application system and can be deciphered by the illegal 

users through "run dictionary", so, a new random 

encryption algorithm for character type cipher is put 

forward in this paper. The encryption parameters are 

randomly generated in the algorithm, and random 

confusion is adopted in the cipher text structure, so the 

same plaintext can produce different cipher texts, the 

experimentation shows that the algorithm is feasibility 

and validity. 

 

CRYPTOGRAPHY ALGORITHM: 

 
4.2 DECISION TREE ALGORITHM: 

Decision Tree have become one of the most powerful 

and popular approaches in knowledge discovery and 

Data Mining, the science and technology of exploring 

large and complex of data in order to discover useful 

patterns.  

Decision Tree was originally implemented in decision 

theory and statistic or highly effective tool another 

areas such as Data Mining, Text Mining, Information 

extraction and Machine learning. Decision Tree is a 

method commonly used in Data Mining. Decision Tree 

is a classifier in the form of tree structure. A decision 

tree is a decision support tool that uses a tree-like 

graph or model of decisions and their possible 

consequences, including chance event outcomes, 

resource costs, and utility. It is one way to display an 

algorithm.Decision trees are commonly used in 

operations research, specifically in decision analysis, 

to help identify a strategy most likely to reach a goal, 

but are also popular tool in machine learning. 

Overview: A decision tree is a flowchart-like structure 

in which each internal node represents a "test" on an 

attribute (e.g. whether a coin flip comes up heads or 

tails), each branch represents the outcome of the test, 

and each leaf node represents a class label (decision 

taken after computing allattributes). The paths from 

root to leaf represent classification rules. In decision 

analysis, a decision tree and the closely related 

influence diagram are used as a visual and analytical 

decision support tool, where the expected values (or 

expected utility) of competing alternatives are 

calculated.  

 

4.3 ROUGH SET ALGORITHM: 

Rough set algorithm is a mathematical formulation for 

the data analysis. The rough se theory concept works 

on the grouping or making the similar clusters that 

holds entities that are undetectable for some futures 

such as temperature, motivational factor of human, 

socialized index etc., these features are the basic 

augmenting facts of knowledge that tells about the 

reality, and used for discovering a secret pattern in a 

given data set. The introduction of the rough set theory 

can be discovered in Pal and Skowron (1999). 

  

Algorithm : 

Choose a large random number, XA < N. This is 

Alice's private key. 
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Compute YA = GXA mod N. This is Alice's public 

key. 

Exchange public key with Bob. 

Compute KA = YBXA mod N 

Bob... 

 

Choose a large random number, XB < N. This is Bob's 

private key. 

Compute YB = GXB mod N. This is Bob's public key. 

Exchange public key with Alice. 

Compute KB = YAXB mod N 

 

Note that XA and XB are kept secret while YA and 

YB are openly shared; these are the private and public 

keys, respectively. Based on their own private key and 

the public key learned from the other party, Alice and 

Bob have computed their secret keys, KA and KB, 

respectively, which are equal to GXAXB mod N. 

 

Perhaps a small example will help here. Although 

Alice and Bob will really choose large values for N 

and G, I will use small values for example only; let's 

use N=7 and G=3. 

 

4.3.1 ROUGH SET THEORY: BASIC  

CONCEPTS: 

Data is generally represented in the table format called 

data table, data table is also referred as database or 

attribute value table. In the data table matrix 

representation objects are represented or labeled with 

row and attributes are represented with the columns. 

Entries entered into the matrix are called attribute 

values. Rough set approach has many advantages that 

make understand to use this approach in industrial and 

decision making process such as searching a data 

pattern in dataset, making a decision rules, result can 

be understood easily also can be applied quantitative 

data etc. So the rough set theory display have its own 

advantage and can be applied to the various fields of 

industrial application process control and it can also be 

combined with the other existing techniques such as 

decision tree algorithm Cryptography Algorithms 

5. EXISTING SYSTEM: 

Credit Card is plastic money and is widely used as a 

mode of payment. Credit card owners are increasing at 

a high rate and all users transact with a sense of 

security and confidence, hence credit card security is a 

prime concern for online transactions. It is important to 

safeguard the process so that the e-commerce platform 

providers as well as the credit card providers along 

with the user using the credit card are not at a loss. 

Secure services can be provided only with a reliable 

and safe model to protect the transaction so this system 

fails while providing the security for credit card users 

to performing the online transactions. 

 

6. PROPOSED WORK: 

In this work is meant for improving the credit card 

fraud detection. is made up of various important facts, 

these are mentioned as follows: To propose the 

Decision Tree Classification Algorithm and 

Cryptography Algorithms for maintain the security 

while using the credit cards .By using random 

encryption and decryption technique for storing the 

user credentials in secure format. To propose random 

number generation based on data mining technique for 

sending the one time password to mail which is used 

for online transactions .Rough sets theory was 

introduced as a mathematical tool for data analysis so 

oursystem will provide the good performance. Data 

preprocessingreducesthe data complexity and offers 

better chances for subsequent analysis. The best 

features can be found bydetermining the dependency 

between any conditional feature and the decision 

feature. Features with higher dependency values are 

taken in the final subset of best features. 

 Preprocessing using Rough Set  

 Rough sets theory was introduced as a 

mathematical tool for data analysis. 

 Data preprocessing reduces the data complexity 

and offers better chances for subsequent analysis.  

 The best features can be found by determining the 

dependency between any conditional feature and 

the decision feature. 
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 Among decision support tools, decision trees (and 

influence diagrams) have several advantages.  

 Decision trees Are simple to understand and 

interpret. People are able to understand decision 

tree models after a brief explanation. 

 To propose the Decision Tree Classification 

Algorithm and Cryptography Algorithms for 

maintain the security while using the credit cards. 

 By using random encryption and decryption 

technique for storing the user credentials in secure 

format. To propose random number generation 

based on data mining technique for sending the 

one time password to mail which is used for online 

transactions. Rough sets theory was introduced as 

a mathematical tool for data analysis so our system 

will provide the good performance. 

 
Data Flow Diagram: 

 

7. MODULE DESCRIPTION: 

7.1 Admin/User Module:  

In our proposed system provide the login credentials 

for every user so every user can login to our system by 

using their credentials but Admin can create the new 

user only. Every user credentials storing and retrieving 

based cryptography system while creating the new user 

and login user. 

 

Purchase & Billing Module: 

This module is used for selecting the items from stock 

which items they want and generate the bill. After 

generating the bill if user wants to pay the money by 

using credit cards then system generate the OTP based 

on decision tree technique, by using this OTP money 

transaction performed. 

 

Update Module: 

In this module user can modify or update their profile 

based on user ID and security questions which are 

mentioned while user registration. Main use of this 

functionality is modified their credentials and security 

questions, answers while hacking their credentials by 

hackers. 

 

8. CONCLUSION: 

Due to Fulsome advancement in technology, the use of 

credit card has increased and due to this, Fraud cases 

are affecting it directly. One of the main motives of 

this study is to explore as many techniques that can 

detect fraud effectively. If one of the above 

technologies is applied in bank then cases of credit 

card fraud will surely minimize. Here we represent the 

advanced technologies that can detect credit card fraud 

and save the bank from big loss.data mining technique 

and cryptography techniques proposed in this paper to 

make  effectiveclassification for detecting the  fraud 

attacks. The fraud detection systems in credit card 

transactions need to be very robust and precise, giving 

minimum false alerts and exactly classifying the fraud 

and non-fraud transactions.  
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Proposed system  provided the security alerts for credit 

card users while performing the transactions by 

unauthorized users or fraud transactions. 

 

9. BENEFITS: 

The project is identified by the merits of the system 

offered to the user. The merits of this project are as 

follows: 

 It’s a web-enabled project. 

 This project offers user to enter the data through 

simple and interactive forms. This is very helpful 

for the client to enter the desired information 

through so much simplicity. 

 The user is mainly more concerned about the 

validity of the data, whatever he is entering. There 

are checks on every stages of any new creation, 

data entry or updating so that the user cannot enter 

the invalid data, which can create problems at later 

date. 

 Sometimes the user finds in the later stages of 

using project that he needs to update some of the 

information that he entered earlier. There are 

options for him by which he can update the 

records. Moreover there is restriction for his that 

he cannot change the primary data field. This 

keeps the validity of the data to longer extent.  

 User is provided the option of monitoring the 

records he entered earlier. He can see the desired 

records with the variety of options provided by 

him.  

 Data storage and retrieval will become faster and 

easier to maintain because data is stored in a 

systematic manner and in a single database.  

 Decision making process would be greatly 

enhanced because of faster processing of 

information since data collection from information 

available on computer takes much less time than 

manual system.  

 To propose the Decision Tree Classification 

Algorithm and Cryptography Algorithms for 

maintain the security while using the credit cards.  

 By using random encryption and decryption 

technique for storing the user credentials in secure 

format. 

 To propose random number generation based on 

data mining technique for sending the one time 

password to mail which is used for online 

transactions. 

 Decision Tree algorithm is used for perform the 

online transactions based on user decision by 

generating the random OTP creation. In proposed 

system implemented the Encryption & Decryption 

algorithms for protect the security for data and at 

the same time maintain the security for user 

transactions. 
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