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ABSTRACT 

Cloud storage is an increasingly popular application of 

cloud computing, which can provide on-demand 

outsourcing data services for both organizations and 

individuals. However, users may not fully trust the 

cloud service providers (CSPs) in that it is difficult to 

determine whether the CSPs meet their legal 

expectations for data security. Therefore, it is critical to 

develop efficient auditing techniques to strengthen data 

owners' trust and confidence in cloud storage. In this 

paper, we present a novel public auditing scheme for 

secure cloud storage based on dynamic hash table 

(DHT), which is a new two-dimensional data structure 

located at a third parity auditor (TPA) to record the 

data property information for dynamic auditing. 

Differing from the existing works, the proposed scheme 

migrates the authorized information from the CSP to 

the TPA, and thereby significantly reduces the 

computational cost and communication overhead. 

Meanwhile, exploiting the structural advantages of the 

DHT, our scheme can also achieve higher updating 

efficiency than the state-of-the-art schemes. In 

addition, we extend our scheme to support privacy 

preservation by combining the homomorphic 

authenticator based on the public key with the random 

masking generated by the TPA, and achieve batch 

auditing by employing the aggregate BLS signature 

technique. We formally prove the security of the 

proposed scheme, and evaluate the auditing 

performance by detailed experiments and comparisons 

with the existing ones. The results demonstrate that the 

proposed scheme can effectively achieve secure 

auditing for cloud storage, and outperforms the 

previous schemes in computation complexity, storage 

costs and communication overhead. 

 

INTRODUCTION 

Cloud Computing 

Cloud computing is the use of computing resources 

(hardware and software) that are delivered as a service 

over a network (typically the Internet). The name comes 

from the common use of a cloud-shaped symbol as an 

abstraction for the complex infrastructure it contains in 

system diagrams. Cloud computing entrusts remote 

services with a user's data, software and computation. 

Cloud computing consists of hardware and software 

resources made available on the Internet as managed 

third-party services. These services typically provide 

access to advanced software applications and high-end 

networks of server computers [1-3]. 
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How Cloud Computing Works? 

The goal of cloud computing is to apply traditional 

supercomputing, or high-performance computing power, 

normally used by military and research facilities, to 

perform tens of trillions of computations per second, in 

consumer-oriented applications such as financial 

portfolios, to deliver personalized information, to 

provide data storage or to power large, immersive 

computer games. 

 

The cloud computing uses networks of large groups of 

servers typically running low-cost consumer PC 

technology with specialized connections to spread data-

processing chores across them. This shared IT 

infrastructure contains large pools of systems that are 

linked together. Often, virtualization techniques are used 

to maximize the power of cloud computing [4]. 

 

Characteristics 

The salient characteristics of cloud computing based on 

the definitions provided by the National Institute of 

Standards and Terminology (NIST) [6] are outlined 

below: 

On-demand self-service: 

A consumer can unilaterally provision computing 

capabilities, such as server time and network storage, as 

needed automatically without requiring human 

interaction with each service‟s provider. 

 

Broad network access: 

Capabilities are available over the network and accessed 

through standard mechanisms that promote use by 

heterogeneous thin or thick client platforms (e.g., mobile 

phones, laptops, and PDAs) [8]. 

 

Resource pooling: 

The provider‟s computing resources are pooled to serve 

multiple consumers using a multi-tenant model, with 

different physical and virtual resources dynamically 

assigned and reassigned according to consumer demand. 

There is a sense of location-independence in that the 

Customer generally has no control or knowledge over 

the exact location of the provided resources but may be 

able to specify location at a higher level of abstraction 

(e.g., country, state, or data center). Examples of 

resources include storage, processing, memory, network 

bandwidth, and virtual machines. 

 

Rapid elasticity: 

Capabilities can be rapidly and elastically provisioned, 

in some cases automatically, to quickly scale out and 

rapidly released to quickly scale in. To the consumer, the 

capabilities available for provisioning often appear to be 

unlimited and can be purchased in any quantity at any 

time. 

 

Measured service: 

Cloud systems automatically control and optimize 

resource use by leveraging a metering capability at some 

level of abstraction appropriate to the type of service 

(e.g., storage, processing, bandwidth, and active user 

accounts). Resource usage can be managed, controlled, 

and reported providing transparency for both the 

provider and consumer of the utilized service. 

 
Characteristics of cloud computing 

 

Service Models 

Cloud Computing comprises three different service 

models, namely Infrastructure-as-a-Service (IaaS), 

Platform-as-a-Service (PaaS), and Software-as-a-Service 

(SaaS) [10]. The three service models or layer are 

completed by an end user layer that encapsulates the end 

user perspective on cloud services. The model is shown 

in figure below. If a cloud user accesses services on the 

infrastructure layer, for instance, she can run her own 

applications on the resources of a cloud infrastructure 

and remain responsible for the support, maintenance, 
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and security of these applications herself. If she accesses 

a service on the application layer, these tasks are 

normally taken care of by the cloud service provider. 

 
Structure of service models 

 

Benefits of Cloud Computing 

1. Achieve economies of scale – increase volume output 

or productivity with fewer people. Your cost per unit, 

project or product plummets. 

2. Reduce spending on technology infrastructure. 

Maintain easy access to your information with minimal 

upfront spending. Pay as you go (weekly, quarterly or 

yearly), based on demand. 

3. Globalize your workforce on the cheap. People 

worldwide can access the cloud, provided they have an 

Internet connection. 

4. Streamline processes. Get more work done in less 

time with less people. 

5. Reduce capital costs. There‟s no need to spend big 

money on hardware, software or licensing fees. 

6. Improve accessibility. You have access anytime, 

anywhere, making your life so much easier! 

7. Monitor projects more effectively. Stay within budget 

and ahead of completion cycle times. 

8. Less personnel training is needed. It takes fewer 

people to do more work on a cloud, with a minimal 

learning curve on hardware and software issues. 

9. Minimize licensing new software. Stretch and grow 

without the need to buy expensive software licenses or 

programs [12]. 

10. Improve flexibility. You can change direction 

without serious “people” or “financial” issues at stake. 

Existing System 

 Erway et al. first presented a dynamic provable 

data possession (DPDP) scheme, which extends 

the original PDP model by introducing a 

rank‐based authenticated skip list. 

 Wang et al. presented a public auditing scheme 

based on Merkle Hash Tree (MHT) [3], which 

can achieve the above auditing requirements. 

 Zhu et al. proposed another public auditing 

scheme (IHT‐PA) based on an index‐hash table 

(IHT), which can effectively reduce both the 

computational costs and communication 

overhead by storing the data properties for 

auditing using the IHT in the TPA instead of the 

CSP [5]. 

Disadvantages of Existing System 

 It is critical and significant to develop efficient 

auditing techniques to strengthen data ownersʹ 

trust and confidence in cloud storage, of which 

the core is how to effectively check data 

integrity remotely. 

 The existing schemes would incur heavy 

computational costs of the TPA and large 

communication overhead during the updating 

and verification processes. 

 The IHT is the key of IHT‐PA to support data 

dynamics, but it is inefficient in updating 

operations, especially insertion and deletion 

operations [7]. 

 The existing systems would induce extra 

computational costs to the user and unnecessary 

communication overhead. 

Proposed System 

 This paper presents a public auditing scheme 

(DHT‐PA) using a new data structure called 

dynamic hash table (DHT). Exploiting the DHT, 

our scheme can achieve dynamic auditing [9]. 

 Moreover, because DHT‐PA migrates the 

authorized information from the CSP to the 

TPA, its computational costs and 
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communication overhead are significantly 

smaller than the scheme based on skip list and 

the one based on MHT. 

 DHT‐PA also outperforms IHTPA in updating, 

as the times of updating operations on the DHT 

are much fewer than that on the IHT. 

 In addition, we extend DHT‐PA to achieve 

privacy preserving by combining the 

homomorphic authenticator based on the public 

key with random masking generated by the 

TPA. 

 Furthermore, we employ the well‐known BLS 

(Boneh‐Lynn‐Shacham) signature and bilinear 

maps to achieve batch auditing. 

Advantages of Proposed System 

 We present a novel public auditing scheme, 

which can completely support three vital 

functions, i.e., dynamic data auditing, privacy 

protection and batch auditing. 

 We design a new data structure named DHT to 

record data properties for auditing in the TPA, 

and by virtue of it, achieve rapid auditing and 

efficient data updating. 

 We formally prove the security of the proposed 

scheme, and evaluate its auditing performance 

by concrete experiments and comparisons with 

the state‐of‐the‐art schemes. 

 The results demonstrate that the proposed 

scheme can effectively achieve secure auditing 

in clouds, and outperforms the previous ones in 

computation complexity, storage costs and 

communication overhead. 

System Architecture 

 

Third Party Auditor (TPA): 

TPA can verify the reliability of the cloud storage 

services (CSS)  credibly  and  dependably  on  behalf  of  

the  users  upon  request. TPA is involved to check the 

integrity of the users data stored in the cloud. However, 

in the whole verification process, the TPA is not 

expected to be able to learn the actual content of the 

user‟s data for privacy protection. We assume the TPA is 

credible but curious. In other words, the TPA can 

perform the audit reliably, but may be curious about the 

users data [11]. 

 

Dynamic Hash Table (DHT): 

A hash table is a dynamic set data structure. It has three 

basic functions: to store data (SET/INSERT); to retrieve 

data (SEARCH/RETRIEVE), and to remove data that 

has previously been stored in the set (DELETE). In this 

way it is not different from other dynamic set data 

structure such as linked lists or trees. 

 

The interesting about hash tables is their performance 

characteristics with respect to the store/retrieve/remove 

operations. In this regard, hash tables offer average 

constant time to perform any combination of the basic 

operations. This makes them extremely useful in many 

scenarios where quickly searching for an element is 

required, especially if multiple queries must be 

performed [13]. 

 

IMPLEMENTATION 

Algorithm 

 This paper presents a public auditing scheme 

(DHT‐PA) using a new data structure called 

dynamic hash table (DHT). Exploiting the DHT, 

our scheme can achieve dynamic auditing.  

 Moreover, because DHT‐PA migrates the 

authorized information from the CSP to the 

TPA, its computational costs and 

communication overhead are significantly 

smaller than the scheme based on skip list and 

the one based on MHT.  
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 DHT‐PA also outperforms IHTPA in updating, 

as the times of updating operations on the DHT 

are much fewer than that on the IHT [6].  

 In addition, we extend DHT‐PA to achieve 

privacy preserving by combining the 

homomorphic authenticator based on the public 

key with random masking generated by the 

TPA.  

 Furthermore, we employ the well‐known BLS 

(Boneh‐Lynn‐Shacham) signature and bilinear 

maps to achieve batch auditing. 

 We present a novel public auditing scheme, 

which can completely support three vital 

functions, i.e., dynamic data auditing, privacy 

protection and batch auditing. 

 We design a new data structure named DHT to 

record data properties for auditing in the TPA, 

and by virtue of it, achieve rapid auditing and 

efficient data updating 4]. 

 We formally prove the security of the proposed 

scheme, and evaluate its auditing performance 

by concrete experiments and comparisons with 

the state‐of‐the‐art schemes.  

The results demonstrate that the proposed scheme can 

effectively achieve secure auditing in clouds, and 

outperforms the previous ones in computation 

complexity, storage costs and communication overhead. 

 

SCREEN SHOTS 
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CONCLUSION 

Nowadays, cloud storage, which can offer on-demand 

outsourcing data services for both organizations and 

individuals, has been attracting more and more attention. 

However, one of the most serious obstacles to its 

development is that users may not fully trust the CSPs in 

that it is difficult to determine whether the CSPs meet 

their legal expectations for data security. Therefore, it is 

critical and significant to develop efficient auditing 

techniques to strengthen data owners' trust and 

confidence in cloud storage. In this paper, we are 

motivated to present a novel public auditing scheme for 

secure cloud storage using dynamic hash table (DHT), 

which is a new two dimensional data structure used to 

record the data property information for dynamic 

auditing. Differing from the existing works, our scheme 

migrates the auditing metadata excerpt the block tags 

from the CSP to the TPA, and thereby significantly 

reduces the computational cost and communication 

overhead. Meanwhile, exploiting the structural 

advantages of the DHT, our scheme can also achieve 

better performance than the state-of-the-art schemes in 
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the updating phase. In addition, for privacy preservation, 

our scheme introduces a random masking provided by 

the TPA into the process of generating proof to blind the 

data information. Moreover, our scheme further exploits 

the aggregate BLS signature technique from bilinear 

maps to perform multiple auditing tasks simultaneously, 

of which the principle is to aggregate all the signatures 

by different users on various data blocks into a single 

short one and verify it for only one time to reduce the 

communication cost in the verification process. We 

formally prove the security of our scheme, and evaluate 

the auditing performance by detailed experiments and 

comparisons with the existing ones. The results 

demonstrate that our scheme can effectively achieve 

secure auditing in clouds, and induce significantly fewer 

costs of storage, communication and computation than 

the previous schemes. Moreover, we would like to point 

out that no single method can achieve perfect audits for 

all types of cloud data, just as no standard has a 

universal validity. Thus, it may be a new trend to design 

a more effective scheme, including different audit 

strategies for various types of cloud data, which is also 

the direction for our future work. 
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